Global Cybersecurity
Observatory

A. Proposed name of the SIG

The present SIG shall be named “Grlobal Cybersecurity Observatory

SI G ”.Hereinafter referred to as “GCO-SIG” or GCO”.

[in Spanish: Observatorio Global de Ciberseguridad SIG]

[in French: Observatoire Mondial de la Cybersécurité]

[in Portuguese: Observatorio Global de Ciberseguranca]

[in Russian: ['moGanbHas o6cepBaTOpHs MO0 KUOEPOE30MACHOCTH

[in Chinese: £IkHEHE T S EH A
[in Arabic: 3 sl 52U callall aa yall]

B. Target community to be served

Cybersecurity has spread both horizontally and vertically on the global stage; it has become a
cross-border/global issue not only affecting, but also being shaped by governments, private
actors, civil society groups and academia. Along with these dynamics, the question of how to

face cybersecurity matters becomes an ever-pressing concern.

Since cybersecurity has become a cross-border issue affecting governments, companies,
communities and individuals worldwide, any individual, group or organization of the global
community which are interested in collaborating and discussing how to address the current

cybersecurity-related issues are welcome to join Global Cybersecurity Observatory (GCO).



GCO welcomes any individual, group or organization interested in addressing the main

challenges and opportunities for cybersecurity issues.
No restriction will be made based on gender, race, age, nationality, religion or background.
C. Purpose and scope of SIG

Background:

According to the Internet Society': “/Any] cybersecurity framework needs to start with an
understanding of the fundamental properties of the Internet (open standards, voluntary
collaboration, reusable building blocks, integrity, permission-free innovation and global reach .
.. ) and an appreciation of the complexity of the cybersecurity landscape. It should be premised
on fostering trust and protecting opportunities for economic and social prosperity. Furthermore,
real security on the Internet can only be realized within a broader context of trust and respect of
fundamental human rights on internet and values, such as privacy.

Achieving security objectives, while preserving these fundamental properties, rights and values
is the real challenge of cybersecurity strategy. The design and implementation of security
solutions should be undertaken with consideration as to the potential effect they might have these
fundamentals.

Everyone has a collective responsibility for the security of the Internet: multistakeholder
cross-border collaboration is an essential component.

Commercial competition, politics and personal motivation play a role in how well collaboration
happens. But, as collaborative efforts have demonstrated, differences can be overcome to
cooperate against a threat. Such voluntary as-needed “working for the benefit of everyone”
collaboration is remarkable for its scalability and its ability to adapt to changing conditions and

evolving threats, yielding unprecedented efficacy.

“People are what ultimately hold the Internet together. The internet’s

development has been based on voluntary cooperation and

11SOC Report: “Collaborative Security An approach to tackling Internet Security issues”.
https://www.internetsociety.org/collaborativesecurity



collaboration which remain the essential factors for the Internet’s

prosperity and potential.”

“Collaborative Security’ is an approach that is characterized by five key elements:

e Fostering confidence and protecting opportunities: The objective of security is to foster
confidence in the Internet and to ensure that continued success of the Internet as a driver
for economic and social innovation.

o Collective responsibility: Internet participants share a responsibility towards the system
as a whole.

o Fundamental Properties and Values: Security solutions should be compatible with
fundamental human rights and preserve the fundamental properties of the Internet ....

o FEvolution and Consensus: Effective security relies on agile evolutionary steps based on
the expertise of a broad set of stakeholders.

o Think Globally, act Locally: It is through voluntary bottom-up self-organization that the

most impactful solutions are likely to reached.”

Purpose:

The unpredictable and fast-changing cybersecurity landscape demands that we, as members of
the multi-stakeholder spectrum, develop the appropriate mechanisms of participation,
collaboration and dialogue to propose how to build trust, prosperity and security on the Internet,
balance national security issues with fundamental and human rights (such as, privacy, freedom of
expression, etc.), and enable innovation to foster the deployment of the emerging technologies
under the strictest privacy and cybersecurity standards.

Scope:

Developing knowledge and new opportunities for collaboration and discussion on cybersecurity

issues, trends, rights, policies, and best practices, while building a well-informed society and

2 ltem



sustaining a high-value network of the next generation of cybersecurity leaders.

D. Outline of key priorities for the first year of the SIG

We intend to focus on the following strategic objectives during the first year of operation:

Raising awareness of the importance of designing and promoting international norms,
policies, technical and regulatory frameworks, and best practices to foster a safer and
more secure Internet. Building a collaborative platform to discuss, coordinate, cooperate
and come up with solid and consensual solutions and initiatives to tackle the current
Internet security issues.

Fostering confidence on the Internet as a way to develop human, social, culture,
education and economic development on a global scale without Internet fragmentation.
Discussing the intersection between the emerging technologies (big data, Internet of
things, cloud computing, blockchain, artificial intelligence etc.) and cybersecurity, and
also how to map the current challenges.

Promoting a better cyber culture all over the globe by organizing training, education and
awareness campaigns.

Promoting academic research on cybersecurity-related issues and establishing
cooperation and collaboration alliances with private and public organizations, including
but not limited to universities, centers of excellence, (think tanks, etc.) to participate
and/or sponsor those projects.

Discussing and promoting the relevance of protecting human rights and other
fundamental values (such as privacy, freedom of expression, etc.) in the development of
any technology or policies.

Promoting international best practices and standards in the technical field.



E. Founding members and members of the SIG

Full Name

2. Israel Rosas
Rosas

4. Eric Burger

6. Julio
Balderrama

Cesar

8. Louise Marie
Hurel

10. Niurka
Hernidndez Gonzalez

* Affiliation ISOC ID #

Government

Georgetown
University
Academia

Private Sector /| 105783

Technical
community

Academia

Academia 155044

E-mail

israel@jirosasr.mx

eburger-l@standardstrack.com

julio@balderrama.com.ar
julio@fsalatam.com

louise.marie.hsd@gmail.com

niurkahernandez.ve@gmail.com



mailto:karina_medinaceli@hotmail.com
mailto:karina.medinaceli@gmail.com
mailto:niurkahernandez.ve@gmail.com

12. Nathalia | Academia/ 54729 nathalia.sautchuk@gmail.com
Sautchuk Patricio Technical
community

14. Elisson Diones | Youth Observatory | 117560 elissondiones@gmail.com
Cazumba Cerqueira | /
Pinto Civil Society

16. Eddy G.  Government echumania@ccffaa.mil.ec

Chumania Nacato (Ecuador) echumania(@csirt.mil.ec
eddygchnl717@gmail.com

18. Pablo Barrera - pablo@pakalsec.com

20. Jos¢ Luis | ISOC Guatemala | 643941 jlchavez2k@gmail.com
Chavez Cortéz Chapter

22. Jose R. Leonett | Civil Society/NGO Leonett@ciberdelitos.org

24. Ramon E. | Academia / ISOC | 150521 ramonzm@gmail.com
Zorrilla Mateo DR Chapter



mailto:echumania@csirt.mil.ec
mailto:echumania@ccffaa.mil.ec

26. Ariel A. | Civil Society/NGO

Barbosa Urrego

28. Jose  Raul
Madera Oropeza

30. Julio D. Yacot

Government

Government

ariel@colnodo.apc.org

madera.asm@gmail.com,
jmadera@indotel.gob.do

Jyacot@gmail.com

32. César Moliné 84348 cmoline@gmail.com

34. Roberto | ISOC- Costa Rica

Lemaitre

roberto.lemaitre(@ucr.ac.cr

Gomes de Souza
Sobrinho

36. Mario  A. Government mario.alvarez@micit.go.cr
Alvarez Cérdoba (MICITT)
37. Paulo César Academia gcesarpaulo@gmail.com



mailto:franklin@volquez.net
mailto:jyacot@gmail.com
mailto:roberto.lemaitre@ucr.ac.cr
mailto:jmadera@indotel.gob.do
mailto:madera.asm@gmail.com
mailto:franklin.volquez@gmail.com.do

39. Rodrigo Oliva

Garcia

41. Arthur Huamani
Cuba

43. José Francisco

Espinoza Céspedes

Academia

Government
(CISO Peru)

Civil Society /

Academia - Peru

rodrigooliva007@gmail.co
m

arthur.huamani@opendeust

0.€8

a.huamani@antpji.com

jofraec@gmail.com

47. Renata Aquino
Ribeiro

Academia - ISOC
Blockchain SIG

raquino@gmail.com

48. Sajina Karki

50.0Osvaldo

Larancuent

Civil Society

Academy

sazeena.k@gmail.com

osvaldo.larancuent@intec.e
du.do

52. Désirée Barinas
Ubinas

Academia/ Private
Sector (DR)

dbarinas@gmail.com



mailto:arthur.huamani@opendeusto.es
mailto:arthur.huamani@opendeusto.es

54. Danny Fernando | Private Accion

Mera B

accionlegalcolombiabogado

Legal Colombia s@gmail.com

157794

56.José Adalid

Medrano M.

Civil Society adalid@medrano.com

58. Victor Gomez Private victor@vgomez.com

organization

lguspan@yahoo.com.mx

60.
Severiche

Israel Araoz @ Private Sector ismael.araoz@gmail.com

61. Salvador Samper | OEDI- oedi@oedi.es
Observatorio
Espatfiol de Delitos
Informaticos

63. Carmen Fonta OEDI - infooedi@oedi.es
Observatorio

Espafiol de Delitos



mailto:fmeleras@yahoo.com
mailto:maribelagaray@gmail.com

64.

Informaticos

Francisco OEDI - faoedi@oedi.es

Andrades Observatorio

Espaiol de Delitos
Informaticos

* Founding members are those members who played a proactive and collaborative role during

the preparation process of this application. Their names are marked in blue font

F. List of supporters and partner organizations

We intend to build collaborative networks and garner sponsorships from various civil society

organizations, technical communities, private companies, governments and international

organizations whose objectives are similar to those of the Internet Society and to ours.

At this time, we are supported by the following organizations:

Centro de Estudios Avanzados de Banda Ancha para el Desarrollo (Nicaragua)

Facultad de Derecho y Ciencias Politicas de la Universidad Mayor de San Andrés (La
Paz - Bolivia)

Observatorio Guatemalteco de Delitos Informaticos (Guatemala)

Observatorio Espaiiol de Delitos Informaticos (Espana)

SSASA - Empresa especializada del sector privado en Seguridad Informética
(Guatemala)

CORPECE Corporacion Ecuatoriana de Comercio Electronico (Ecuador)

DGTIC Fundacion Derecho, Gobernanza y TIC (Republica Dominicana)

COLNODO - Uso estratégico de internet para el desarrollo. (Colombia). Universidad
Nacional de Asuncion - Facultad de Ingenieria - Paraguay.

International ~ Multilateral  Partnership ~ Against Cyber  Threats: IMPACT:
impact-alliance.org

Red Avanzada Guatemalteca de Investigacion y Educacion - RAGIE (Guatemala).



Note: The aforementioned public and private organizations shall be formally deemed as
supporter and partner organization upon sending to the leaders of this group via email (CC all) a
commitment letter in which organization expressly agrees to join and support this group. Such
letter shall be sent no later than May 10, 2017. Not receiving such letter in time and fashion
indicated above would be deemed that the organization is not interested in supporting and
partnering with GCO. Therefore, it would be removed from the supporter and partner

organization list.

G. Membership

Membership is open with no conditions or restrictions whatsoever. The only restrictions are
those set out and defined by the Internet Society for the SIG chapter members. In terms of
communication channels, all information, news, meeting announcements and other
correspondence will initially be sent to the registered e-mail. Eventually, when we have a
website, blog page, discussion groups, and a robust social media presence so we can also use

those means to broadcast and disseminate the GCO’s information.

Our main goal is to have members from all over the world, who are associated with different
stakeholders and committed to the Internet Society’s mission, and GCO's purpose, scope and
objectives. It would help us to grow up as an organization and also encourage the formation,

participation, knowledge sharing and training of the new generation of leaders in this domain.

H. Bylaws

The members of GOC will abide by the rules, regulations and bylaws of GCO as outlined in
Exhibit A. Furthermore, the members will be subject to the SIG rules and regulations set out by

the Internet Society.



1. Leader’s contact information!( |

Name: Oscar Noé Avila-Molina

Physical Address: Alajuela Centro, del Citibank 125 metros oeste

Phone: (506) 8990-3643 — (626) 548-6874 (whatsapp)

E-mail: oscarnoeavila@gmail.com, oavila@ufl.edu, oscar@cybernoark.com
Skype: reattorney

Twitter: @Oskar Noe

Internet Society Member ID: 84042

Name: Karina Ingrid Medinaceli Diaz

Physical Address: Edificio Presidente Busch Dpto 1202, Piso 12, Plaza Isabel la Catolica, zona
de San Jorge, La Paz - Bolivia.

Phone: (591) 2-2432544 - (591) 72586044 (Whastapp)

E-mail: karina.medinaceli@gmail.com o karina_medinaceli@hotmail.com

Skype: karina.medinaceli o karina_medinaceli@hotmail.com

Twitter: (@kmedinaceli

Name: Carina Birarda

Physical Address: Av. Independencia 635, 3piso. Ciudad Autonoma de Buenos Aires
Phone: +54 911 3339 67 62 (Whastapp)

E-mail: carinabirarda@gmail.com

Skype: carinabirarda

Twitter: @Caruchy

Internet Society Member ID: 447743

Name: Niurka Hernandez Gonzalez

Physical Address: San Bernandino, 1010 DC Caracas. Republica Bolivariana de Venezuela
Phone: (+58) 414 1501576 (Whastapp)

E-mail: niurkahernandez.ve@gmail.com

Skype: niurkahg

Internet Society Member ID: 155044

Name: Julio César Balderrama

Physical Address: Remedios de Escalada de San Martin 320. Ciudad Autonoma de Buenos
Aires, Argentina

Phone: (+54 911) 32712639 (Whatsapp/Signal/Telegram)

E-mail: julio@balderrama.com.ar or julio@fsalatam.com

Skype: juliocesarbalderrama

Twitter: @juliobalderrama

Internet Society Member ID: 105783

Name: Osvaldo 1. Larancuent Cueto
Physical Address: Calle Luis A. Tio #87, Edif. By S, Apto A1, Viejo Arroyo Hondo, Santo
Domingo, Republica Dominicana


mailto:julio@fsalatam.com
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mailto:karina_medinaceli@hotmail.com
mailto:karina_medinaceli@hotmail.com
mailto:oavila@ufl.edu
mailto:karina.medinaceli@gmail.com
mailto:oscarnoeavila@gmail.com

Phone: (+1 829 341 9794) (Whatsapp)

Skype: osvaldo.larancuent

Email: osvaldo.larancuent@gmail.com or osvaldo.larancuent@intec.edu.do
Twitter: @olarancuent

Internet Society Member ID: 104734



mailto:osvaldo.larancuent@intec.edu.do
mailto:osvaldo.larancuent@gmail.com

