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1. I NTRODUCTION
1.1. Context

Over the last two decades, the Internet and maradty cyberspace have had a tremendous
impact on all parts of society. Our daily life, tlamental rights, social interactions and
economies depend on information and communicagehrtology working seamlessly. An
open and free cyberspace has promoted politicakaaidl inclusion worldwide; it has broken
down barriers between countries, communities atigeais, allowing interaction and sharing
of information and ideas across the globe; it hasided a forum for freedom of expression
and exercise of human rights, and empowered peoqleir quest for democratic and more
just societies - most strikingly during the Aralrig.

For cyberspace to remain open and free, the sammesn@rinciples and values that the EU
upholds offline, should also apply online. Fundataknghts, democracy and the rule of law
need to be protected in cyberspaCewr freedom and prosperity increasingly depend on a
robust and innovative Internet, which will contineeflourish if private sector innovation and
civil society drive its growth.

But freedom online requires safety and security ©gberspace should be protected from
malicious activities and misuse; and government fzasignificant role in defending a free
and safe cyberspace. Governments have several taskafeguard access and openness, to
respect and protect human rights online and to taairthe reliability and interoperability of
the Internet. However, the private sector owns aperates significant parts of cyberspace,
and so any initiative aiming to be successful is #rea has to recognise its leading role.

Information and communications technology has bexdhe backbone of our economic
growth and is a critical resource which all economectors rely on. It now underpins the
complex systems which keep our economies runningginsectors such as finance, health,
energy and transport; while many business modelsaiit on the uninterrupted availability

of the Internet and the smooth functioning of infiation systems.

By completing the Digital Single Market, Europe ltbboost its GDP by almost €500 billion
a yeatl; an average of €1000 per person. For new conneetgthologies to take off,
including e-payments, cloud computing or machineatchine communicatidncitizens will
need trust and confidence. Unfortunately, a 201éBarometer survey showed that almost a
third of Europeans are not confident in their @pilio use the internet for banking or
purchases. An overwhelming majority also said thegid disclosing personal information

http://www.epc.eu/dsm/2/Study_by Copenhagen.pdf
. For example -plants embedded with sensors toyaaritate to the sprinkler system when it is time fo
them to be watered.
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online because of security concerns. Across theriafe than one in ten Internet users has
already become victim of online fraud.

Recent years have shown that while the digital evdmings enormous benefits, it is also
vulnerable. Cybersecurity incidents are increasingn alarming pace and could disrupt the
supply of essential services we take for granteth st water, sanitation, electricity or mobile
networks. Threats could originate from many différareas—including criminal, politically
motivated or terrorist attacks. The increase ofnecac espionage and state-sponsored
activities in cyberspace poses a new categoryrefttior EU governments and companies.

The EU economy is already seriously affected byt vasnbers of cybercrime activities
against the private sector. Cybercriminals are gugaer more sophisticated methods for
intruding into information systems, stealing cafidata or holding companies to ransom.

In countries outside the EU, governments may alsuse cyberspace for surveillance and
control over their own citizens. The EU can courttes situation by promoting freedom
online.

All these factors explain why governments acrogsworld have started to develop cyber-
security strategies and to consider cyberspace axeeasingly important international issue.
The time has come for the EU to step up its actionthis area. This EU cybersecurity

strategy, put forward by the Commission and thehHRepresentative of the Union for

Foreign Affairs and Security Policy, outlines thg'& vision in this domain, and sets out the
actions required, based on strongly protectingm@odoting citizens' rights, to make the EU's
online environment the safest in the world.

1.2. Objectives

The EU is determined to safeguard an online enment providing the highest possible
freedom and security, for the benefit of everyoMghile acknowledging that it is
predominantly the task of Member States to dedh w#curity challenges in cyberspace, this
strategy proposes specific, EU-level activitied tten enhance the EU's overall performance,
namely:

» explaining the principles and values that will gutgU action in the field of cybersecurity.

* becoming "cyber resilient”, by increasing capaiedif preparedness, cooperation,
information exchange and awareness in the fieMeatfvork and Information Security, for
the public and private sectors and at nationaliddevel.

e drastically reducing cybercrime by strengthening tixpertise of those in charge of
investigating and prosecuting it, by adopting a encoordinated approach between Law
Enforcement Agencies across the Union, and by exh@icooperation with other actors.

e developing an EU Cyber Defence Policy and capasliin the framework of the
Common Security and Defence Policy.

» fostering the industrial and technological resosroequired to benefit from the Digital
Single Market: to stimulate the emergence of a pean industry and market for secure
ICT; contribute to the growth and competitivenesthe EU economy; and to increase the
public and private spending on cybersecurity Reteand Development (R&D).

« enhancing the EU's international cyberspace pdiicpromote the respect of EU core
values, define norms for responsible behaviour, ahtbcate the application of existing
international laws in cyberspace.
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* assisting countries outside the EU, through bugdigbersecurity capacity, strengthening
the resilience of information infrastructures.
« clarifying the roles and responsibilities of theigas actors in the field of cybersecurity.

1.3. An open and free Internet

The borderless and multi-layered Internet has becone of the most powerful instruments
for global progress without governmental oversightregulation. While the private sector
should continue to play a leading role in the cartdion and day-to-day management of the
Internet, requirements for transparency, accoulitaband security are becoming more
prominent.

This strategy clarifies which principles should dgiicybersecurity policy in the EU and
internationally. It considers that cybersecurityh aanly be successful if it is based on the
European fundamental rights and values (human tgigfieedom, democracy, equality,
solidarity, the rule of law and justice). Recipribgacitizens' rights cannot be secured without
safe networks and systems, for example capableotégiing freedom of expression, personal
data and privacy; those rights also depend on ndaws and values framing state behaviour.

In that context, the strategy reaffirms the impocgof all stakeholders in the current Internet
governance model. EU actions in the field of cybeusity should be guided by values and
existing frameworks rather than new internationzdties.

The EU's core values apply as much in the digitalsathe physical world

The same laws and norms that apply in other arkasroday-to-day lives apply also in the
cyber domain. Human rights, freedom of expressmhiaformation, the right to privacy and
the protection of personal data must be guarantdedsures to ensure cybersecurity must
respect fundamental rights and freedoms.

Access for all

Limited or no access to the Internet and digitakeiacy constitute a disadvantage to citizens,
given how much the digital world pervades actiwityhin society. Everyone should be able
to access the Internet: with access to an opennkitdo enable an unhindered flow of
information. The Internet's integrity and securityst be guaranteed to allow safe access for
all.

Democratic and efficient multi-stakeholder governace

The digital world is not controlled by a single igntThere are currently several stakeholders,
of which many are commercial and non-governmentéties, involved in the day-to-day
management of Internet resources, protocols amdiatds and in the future development of
the Internet. The EU supports this multi-stakeholgie/ernance approathwhich safeguards
individual rights, accountability, transparency amdadequate level of cybersecurity.

A shared responsibility to security

The growing dependency on information and commuiaigaechnologies in all domains of
human life has led to vulnerabilities which need&thoroughly analysed, and remedied or

3 See also COM(2009) 277, Communication from the @@sion to the European Parliament and the

Council on "Internet Governance: the next steps"
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reduced. All relevant actors, whether public autles, the private sector or individual
citizens, need to recognise this shared respoitgibihd ensure a coordinated response to
strengthen cybersecurity.

2. STRATEGIC PRIORITIES AND ACTIONS

The EU vision presented in this strategy is aréited in five strategic priorities, which
address the challenges highlighted above. A nunolbeshort and long term actions are
announced under each priority.

2.1. Becoming cyber resilient

To promote cyber resilience in the EU, both publithorities and the private sector must
develop capabilities and cooperate effectively. &dtion can help in particular to counter
cyber risks and threats having a cross-border dioan and contribute to a coordinated
response in emergency situations. This will strgrglipport the good functioning of the
internal market and boost the internal securitthefEU.

Europe will remain vulnerable without a substant#fiort to enhance public and private
capacities, resources and processes to preveatta@etd handle cyber incidents. This is why
the Commission has developed a policy on Netwouk laformation Security (NIS) The
European Network and Information Security Agency (ENISA) was established in 2004
and a new Regulation to strengthen ENISA and maskeits mandate is being negotiated by
Council and Parliameht In addition, the Framework Directive for election
communicationS requires providers of electronic communicationsappropriately manage
the risks to their networks and to report significeecurity breaches.

Despite progress based on voluntary commitmengsethre still gaps across the EU: from
the fight against botnets and malware, to publata®ecapabilities, to security and resilience
of industrial control systems. This strategy prasos$o introduce legislation to establish
common minimum requirements for network and infarorasecurity (NIS) at national level
which would oblige Member States to: designateonali competent authorities for NIS; set
up a well-functioning Computer Emergency ResponsanT (CERT); and adopt a national
cyber incident contingency/cooperation plan andatonal NIS strategy. Capacity building
and coordination also concern the EU instituticmComputer Emergency Response Team
responsible for the security of the IT systemshd EU institutions, agencies and bodies
("CERT-EU") was permanently established in 2012.

As cyber incidents often span across borders, catipe amongst EU Member States is
necessary. This strategy proposes to introducesl#igin to set up coordinated prevention,
detection, mitigation and response mechanisms, liegaimformation sharing and mutual

assistance amongst the national competent auttgriiational competent authorities will be
asked to ensure appropriate EU-wide cooperatiotabhoon the basis of a European cyber
incident contingency/cooperation plan, designedespond to cyber incidents with cross-

In 2001, the Commission adopted a CommunicatiotNmtwork and Information Security: Proposal

for A European Policy Approach" (COM(2001)298)2i@06, it adopted a Strategy for a Secure
Information Society (COM(2006)251). Since 2009, @mmmission has also adopted a series of Action
Plans on Critical Information Infrastructure Prdiec (CIIP) (COM(2009)149, endorsed by Council
Resolution 2009/C 321/01; COM(2011)163)

> Regulation (EC) No 460/2004

6 COM(2010)521
Seehttp://ec.europa.eu/information_society/policy/ecofthoc/library/regframeforec_dec2009.pdf
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border dimension. This cooperation will also builgbn the progress made in the context of
the European Forum for Member States, which hasl pebductive discussions and
exchanges on NIS public policy and can be integrateéhe cooperation mechanism once in
place.

Since the large majority of network and informatieystems are privately owned and
operated, improving engagement with the privatéosdo foster cybersecurity is crucial. The
private sector should develop its own cyber rasiée capacities and share best practices
across sectors. The tools developed by industnggpond to incidents, identify causes and
conduct forensic investigations should also benleétpublic sector.

However, private actors still lack effective inaeet to provide reliable data on the existence
or impact of NIS incidents, to embrace a risk mamagnt culture or to invest in security
solutions. This strategy proposes to introduceslagjon to make sure that players in a
number of key areas (namely, energy, transportkibgnstock exchanges, and enablers of
key Internet services, as well as public administng), assess the risks they face, ensure
networks and information systems are reliable aslient, and share information with the
national competent authorities. Those entities @oalso have to report, to the national
competent authorities, incidents with a significanpact on the continuity of services and
supply of goods relying on network and informatgystems. National competent authorities
should report incidents of a suspected criminalirgato law enforcement authorities.

The national competent authorities should regulaplyblish on a common website
unclassified information about on-going early wags on incidents and risks and on
coordinated responses. Legal obligations shoulth@esubstitute, nor prevent, developing
informal and voluntary cooperation, including beg&wepublic and private sectors, to boost
security levels and exchange information and beattiges. The European Public-Private
Partnership for Resilience (EP%Rs a sound and valid platform at EU level andutidoe
further developed.

The Connecting Europe Facility (CERyill provide financial support for key infrastruge,
linking up Member States’ NIS capabilities and sakimg it easier to cooperate across the
EU.

Finally, cyber incident exercises at EU level assemtial to simulate cooperation among the
Member States. The first exercise of this kind wasied out in 2010 ("Cyber Europe 2010")
and a second exercise took place in October 200¢gb€r Europe 2012"). An EU-US table
top exercise was carried out in November 2011 (&Cyktlantic 2011"). Further exercises are
planned for the coming years, including with intgronal partners.

The Commission will:

. Propose a Directive on eommon high level of network and information
security (NIS) across the Union, to address national capabilites-level
cooperation, take up of risk management practices iaformation sharing on
NIS.

This platform initiated work on identifying keysets, resources, functions and baseline requiresment
for resilience as well as cooperation needs ancharésms to respond to large-scale disruptions
affecting electronic communications.

https://ec.europa.eu/digital-agenda/en/connectimgge-facility
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. Launch an EU-funded pilot project in the beginnofg2013 onfighting botnets
and malware to provide a framework for coordination and coapien betweer
EU Member States, private sector organisations sashlInternet Servicg
Providers, and international partners.

The Commission asks ENISA to:

. Assist the Member States in developing stramgfional cyber resilience
capabilities, build expertise on security and resilience ofustdal control
systems and smart grids and examine the feasillitycreating specialise
Computer Security Incident Response Team for Im@lsTontrol Systems (ICS
CSIRTSs) capabilities for the European Union.

o

. Continue supporting the Member States and the Etitutions in carrying out
pan-Europearcyber incident exercisesvhich will also constitute the operational
basis for the EU participation in international eylncident exercises

The Commission asks industry to:

. Take leadership innvesting in a high level of cybersecurity, developing best
practices and information sharing at sector level with public authorities, i
particular through public-private partnerships IKB3R and Trust in Digital Lif

(TLD)™.

Raising awareness

Ensuring cybersecurity is a common responsibiligd users play a crucial role in ensuring
the security of networks and information systerhgytneed to be made aware of the risks
they face online, and be empowered to take sintpfesgo guard against them.

Several initiatives have been developed in receatsyand should be continued. In particular,
ENISA has been involved in raising awareness thiqugplishing reports, organising expert
workshops and developing public-private partnershiguropol is also active in raising
awareness. In October 2012, ENISA, with some Mentb@ates, piloted the "European
Cybersecurity Month". Raising awareness is onénefdreas the EU-US Working Group on
Cybersecurity and Cybercrirtfe is taking forward, and also for the Safer Internet
Programm# (focused on the safety of children online).

The Commission asks ENISA to:

. Propose a roadmap for a "Network and Informatioou8ty driving licence" for,
those professionals who play a role in enhanciegstcurity of the Internet (e.g.
website administrators).

The Commission will:

10 http://www.trustindigitallife.eu/

1 This Working Group, established at the EU-US SunimiNovember 2010 (MEMO/10/597) is tasked
with developing collaborative approaches on a wadgye of cybersecurity and cybercrime issues.
The Safer Internet Programme funds a network o©O@ctive in the field of child welfare online, a
network of law enforcement bodies who exchangerinédion and best practices related to criminal
exploitation of the Internet in dissemination ofldlsexual abuse material and a network of reseasch
who gather information about uses, risks and caresees of online technologies for children's lives.

12
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. Organise, with the support of ENISA, a cybersegucihampionship in 2014,
where university students will compete in propodii§ solutions.

The Commission invites the Member States to:

. Organise a yearleybersecurity month with the support of ENISA and th
involvement of the private sector from 2013 onwardgth the goal to rais
awareness among end users. A synchronised EU-USsadurity month will be
organised starting in 2014.

“KU(-D

. Step up national efforts on NIS education and traimg, introducing:
mandatory training on NIS in schools by 2014; mamdatraining on NIS and
secure software development for computer sciena#ests; and mandatory NIS
basic training for staff working in public administions.

The Commission invites industry to:
. Promote cybersecuritgwareness at all levelsboth in business practices and in

the interface with customers. In particular, indysthould reflect on ways to
make CEOs and Boards more accountable for enscylvgysecurity.

2.2. Drastically reducing cybercrime

The more we live in a digital world, the more oppaities for cyber criminals to exploit.
Cybercrime is one of the fastest growing forms rihe, with more than one million people
worldwide become victims each day. Cybercriminald aybercrime networks are becoming
increasingly sophisticated and we need to haveigie operational tools and capabilities to
tackle them. Cybercrimes are high-profit and losksi and criminals often exploit the
anonymity of website domains. Cybercrime knows modbrs - the global reach of the
Internet means that law enforcement must adopbedotated and collaborative cross-border
approach to respond to this growing threat.

Strong and effective legislation

The EU and the Member States need strong and igdegislation to tackle cybercrime. The
Council of Europe Convention on Cybercrime, als@wn as the Budapest Convention,
serves as an effective international instrumentHernational legal foundation and also offers
a model to be pursued at global level.

The EU has already developed legislation on cybrecincluding a Directive on combating
the sexual exploitation of children online and dhlornograph¥?. The EU is also about to
agree on a Directive on attacks against informasigstems, especially through the use of
botnets.

. The Commission will encourage swift implementatafnthe cybercrime related
directives, and urge those Member States that hawget ratified theCouncil of
Europe's Budapest Convention on Cybercrimeo do so as early as possible.

13 Directive 2011/93/EU replacing Council Framewogcision 2004/68/JHA
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Enhanced operational capability

The evolution of cybercrime techniques has acceldraapidly: law enforcement agencies
cannot combat cybercrime with outdated operatidoals. Currently, not all EU Member
States have the operational capability they needffiectively respond to cybercrime. All
Member States need effective national cybercrimis.un

The Commission will:

Through its funding programs, support the MembeiteSt toidentify gaps and

strengthen their capability to investigate and combat cybercrime. The

Commission will furthermore support bodies that mathe link between
research/academia, law enforcement practitioneddtaprivate sector, similar {o

the on-going work carried out by the Commissiondkenh Cybercrime Centres
Excellence already set up in some Member States.

Together with the Member States, coordinate effartslentify best practices i
terms of policy approaches to fight cybercrime; lehat the same time wor
closely with the recently launché&tiropean Cybercrime Centre(EC3), within
Europol to align such policy approaches with best practmeshe operationg
side.

Df

=~ >

1

Improved coordination at EU level

The borderless nature of cybercrime requires iatewnal law enforcement cooperation to
tackle it. The EU can complement the work of MemBaates by facilitating a coordinated
and collaborative approach, bringing together laMoeement authorities and public and
private stakeholders from the EU and beyond.

The Commission will:

Continue to support thEuropean Cybercrime Centre as the European foc
point in the fight against cybercrime. It will pride analysis and intelligenc

support investigations, provide high level foressifacilitate cooperation, crea‘te

channels for information sharing with Member Stathe private sector and oth
stakeholders, and gradually serve as a voice fa& khw enforcemen
community*.

Promote the Law Enforcement Recommendations fofrteenet Corporation fo
Assigned Names and Numbers (ICANN) to make regstod domain name

more accountable by ensuring information on welsitaership is accurate, with

a view to seeing the Recommendations implementedQANN as soon a
possiblé®.

Build on recent legislation to continue strengtingnthe EU's efforts to tackle

14

15

On 28 March 2012, the European Commission adaptédmmunication "Tackling Crime in a Digital
Age: Establishing a European Cybercrime Centre"

In doing so, the Commission and the Member Staiéensure that implementation of the
Recommendations is compliant with Union law andahbt with the rules on data protection
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child sexual abuse online. The Commission has adogptEuropean Strategy for a

Better Internet for Childréfi and has, together with EU and non-EU countrigs, |
launched &Global Alliance against Child Sexual Abuse Onlin¥. The Alliance
is a vehicle for further actions from the Membemt8 supported by the
Commission and the European Cybercrime Centre.

The Commission asks Europol (EC3) to:
. Initially focus its analytical and operational sopipto Member States' cybercrime

investigations, to help dismantle and disrupt cgbere networks primarily in th
areas of child sexual abuse, payment fraud, boaretsntrusion.

D

. On a regular basis produce strategic and operatie@orts on trends and
emerging threats to identify priorities and targewestigative action by
cybercrime teams in the Member States.

The Commission asks the European Police College (EBL) in cooperation with
Europol to:

. Coordinate the design and planning of training sesirto equip law enforcement
with the knowledge and expertise to effectivelyktacybercrime.

2.3. Developing cyberdefence policy and capabilities irthe framework of the
Common Security and Defence Policy (CSDP)

Cybersecurity efforts in the EU also involve théethee dimension. To increase the resilience
of the communication and information systems sujipgprMember States' defence and
national security, cyberdefence activities will centrate on capability development to detect,
respond and recover from sophisticated cyber threat

Given that threats are multifaceted, synergies éetwcivilian and military approaches in

protecting critical cyber assets should be enhantkedse efforts should be supported by
research and development, and closer cooperatiovebe governments, private sector and
academia in the EU. To avoid duplications in cybé&dce, the EU will explore possibilities

on how the EU and NATO can complement their efftotiieighten the resilience of critical

governmental, defence and other information infueastires on which the members of both
organisations depend.

The EEAS, the Member States and the European DefeacAgency will focus on the
following key activities:

» Assess operational EU cyberdefence requirementsgpemdote the development of BU
cyberdefence capabilities and technologies to a&ddrall aspects of capability
development - including doctrine, leadership, org@ion, personnel, training,
technology, infrastructure, logistics and interatodlity;

e Develop the EU cyberdefence policy framework toteed networks within CSDP
missions and operations, including dynamic risk aggment, improved threat analysis

16 COM(2012) 196 final
1 Council Conclusions on a Global Alliance againktld€Sexual Abuse Online (EU-US Joint Statement)
of 7" and &' June 2012
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and information sharing. Improve Cyber Defence fiirgg & Exercise Opportunities fa
the military in the European and multinational @xttincluding the integration of Cybe
Defence elements in existing exercise catalogues;

U
= =

* Promote civil-military dialogue in the EU and cabtrte to the coordination between gall
actors at EU level — with particular emphasis oe #xchange of good practices,
information exchange and early warning, incidersipomse, risk assessment, awareness
raising and establishing cybersecurity as a pyiorit

* Ensure dialogue with international partners, ingigd NATO, other international
organisations and multinational Centres of Excelento ensure effective defence
capabilities, identify areas for cooperation andidwuplication of efforts.

2.4. Develop the industrial and technological resourcefor cybersecurity

Europe has excellent research and development itapabut many of the global leaders

providing innovative ICT products and services la@ated outside the EU. There is a risk
that Europe not only becomes excessively deperatef®T produced elsewhere, but also on
security solutions developed outside its fronti@rsere are increasing concerns about the
trustworthiness of hardware and software componpraduced in third countries used in

critical services and infrastructures and increglgim personal mobile devices.

Promoting a Single Market for cybersecurity producs

A high level of security can only be ensured if all the value chain (e.g. equipment
manufacturers, software developers, informationespcservices providers) make security a
priority. Many players, however, regard securityliile more than an additional burden and
there is limited demand for security solutions. rfEh@eed to be minimum cybersecurity
performance requirements implemented across théewtadue chain for ICT products used
in Europe. The private sector needs incentivesnsure a high level of cybersecurity; for
example, labels indicating adequate cybersecuatjopnance will enable companies with a
good cybersecurity performance and track recordnetke it a selling point and get a
competitive edge. A Europe-wide market demand fghlly secure products should also be
stimulated.

This strategy proposes to increase cooperation teantsparency about security in ICT
products. It proposes a platform, bringing togetBeropean public and private stakeholders,
to identify good cybersecurity practices across thkie chain and create the favourable
market conditions for the development and adoptibeecure ICT solutions. A prime focus
should be developing technical norms, standardssahdions, as well as the possibility for
EU-wide certification.

The Commission has already announced that it wiipsrt the development of security
standards and assist with EU-wide voluntary cedtfon schemes in the area of cloud
computing, including for data protection. Work shibstart around security of supply chains,
and critical economic sectors (Supervisory Conamtl Data Acquisition Systems, Smart
Grids, Transport), building on the expertise of BN] the European Commission Joint
Research Centre and other relevant players.

The Commission wilt

. Launch aplatform on NIS solutionsto develop and adopt secure ICT solutipns
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and define minimum cybersecurity performance reguénts to be applied to IGT
products used in Europe.

. Propose recommendations to ensure cybersecuripssthe ICT value chain,
drawing on the work of this platform

. Support EU-wide certification schemes

. Examine whether major providers of ICT hardware aoftware should alsp

provide information on detected vulnerabilities ttheould have significant
security-implications to the national competentauties.

The Commission asks ENISA to:

. Develop, in cooperation with national competent hatties, relevant
stakeholders, International and European standdraiis bodies and the Joint
Research Centrégchnical guidelines and recommendations for the agbtion
of NIS standardsand good practicesn the public and private sectors.

The Commission invites public and private stakeholdrs to:

. Stimulate the development and adoption of induldysecurity standards
technical norms and security-by-design principlgd®T product manufacturers
and service providers, including cloud providemsywrgenerations of software and
hardware should be equipped wittronger, embedded and user-friendly
security features.

. Develop industry-led standards for companies' perémce on cybersecurity and
improve the information available to the public dgvelopingsecurity labelsor
kite marks helping the consumer navigate the market

Fostering R&D investments

R&D can support a strong industrial policy, promatérustworthy European ICT industry,
boost the internal market and reduce European depee on foreign technologies. R&D
should fill the technology gaps in ICT securityepare for the next generation of security
challenges, take into account the constant evelufaiser needs and reap the benefits of dual
use technologies. It should also continue suppprive development of cryptography. This
has to be complemented by efforts to translate R&g8ults into commercial solutions by
putting in place the appropriate policy conditions.

The EU should make the best of the Horizon 2&Z8amework Programme for Research, to
be launched in 2014. It contains specific objedtifgg trustworthy ICT, which will be defined
in coherence with this strategy. Horizon 2020 vellpport security research related to
emerging ICT technologies; provide solutions fod#orend secure ICT systems, services
and applications; provide the incentives for theplementation and adoption of existing
solutions; and address interoperability among ngtwaad information systems.

18 Horizon2020 is the financial instrument implemagtthelnnovation Union aEurope 2020Glagship
initiative aimed at securing Europe's global contipeness. Running from 2014 to 2020, the EU’s new
Framework Programme for research and innovatiohbsipart of the drive to create new growth and
jobs in Europe.
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The Commission will:

=)

. Use Horizon 2020 to address a range of areas inpl@acy and security, fron
roadmap driven R&D to innovation and deployment.

. Establish mechanisms for better coordination of tegearch agendas of the
European Union institutions and the Member Stades, motivate the Member
States to invest more in R&D.

The Commission invites the Member States to:
. Develop, by the end of 2013, good practices to thsgurchasing power of

public administrations (such as via public procurement) to stimulate
development and deployment of security featurd€ihproducts and services.

—*

he

. Promote early involvement of industry and acadenma developing and
coordinating solutions. This should be done by mgkihe most of Europe’s
Industrial Base and associated R&D technologicahowations, and be
coordinated between the research agendas of anahd military organisations;

The Commission asks Europol and ENISA to:
. Identify emerging trends and needs in view of ewgvcybercrime and

cybersecurity patterns so as to develop adequajgaldiforensic tools an
technologies.

-

The Commission invites public and private stakeholdrs to:

. Develop, in cooperation with the insurance sect@armonised metrics for
calculating risk premiums, that would enable companies that have made
investments in security to benefit from lower riglemiums.

2.5. Establish a coherent international cyberspace polic for the European Union
and promote core EU values

Preserving open, free and secure cyberspace istalgthallenge, which the EU should
address together with international partners arghrosations, the private sector and civil
society.

In its international cyberspace policy, the EU wgidlek to promote openness and freedom of
the Internet, encourage efforts to develop normisebiaviour and apply existing international
laws in cyberspace. The EU will also work towardssing the digital divide, and will
actively participate in international efforts to ildu cybersecurity capacity. The EU
international engagement in cyber issues will beleph by the EU's core values of human
dignity, freedom, democracy, equality, the ruléant and the respect for human rights.

Mainstreaming cyberspace issues into EU internaticad policies

The EEAS, the Commission and the Member States ailiculate a coherent EU
international cyberspace policy, which will be adn& increased engagement and stronger
relations with key international partners and orgations, as well as with civil society and
private sector. The EU consultations with interodil partners on cyber issues should be
designed, coordinated and implemented to add ualwexisting bilateral dialogues between
the EU's Member States and third countries. Thevtl place a renewed emphasis on
dialogue with third countries, with a special foarslike-minded partners that share the EU
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values. To address global challenges in cybersdadewill seek closer cooperation with
organisations such as the Council of Europe, OB, OSCE, NATO, AU, ASEAN and
OAS.

One of the major elements of the EU internatioyalec policy will be to promote cyberspace
as an area of freedom and fundamental rights. Ekpgnaccess to the Internet should
advance democratic reform and its promotion wortthwilncreased global connectivity
should not be accompanied by censorship or maseilance. The EU should promote
corporate social responsibiltfy and launch international initiatives to improvéohsl
coordination in this field.

The responsibility for a more secure cyberspacevigh all players of the global information
society, from citizens to governments. The EU suigpthe efforts to define norms of
behaviour in cyberspace that all stakeholders shadihere to. Just as the EU expects citizens
to respect civic duties, social responsibilitied &ws online, so should states abide by norms
and existing laws. On matters of international s&guhe EU encourages the development of
confidence building measures in cybersecurityntwaase transparency and reduce the risk of
misperceptions in state behaviour.

The EU does not support the creation of new intesnal legal instruments for cyber issues,
but believes existing international law should hgpleed. If conflicts should extend to
cyberspace, state behaviour should follow the lestablished principles of the Law of
Armed Conflicts and International Humanitarian Lallm address cybercrime, the existing
Council of Europe Convention on Cybercrime, alsown as Budapest Convention, serves as
an effective international instrument for the natiblegal foundation and offers a model to be
pursued at global level.

The legal obligations enshrined in Internationalntdm Rights Law should be respected
online, and the EU will focus on how to ensure tiat existing obligations of this law are
enforced also in cyberspace.

Developing capacity building on cybersecurity and esilient information infrastructures

The smooth functioning of the underlying infrastures that provide and facilitate
communication services will benefit from increasetkrnational cooperation. This includes
exchanging best practices, sharing information|lyeamarning joint incident management
exercises, and so on. The EU will contribute towatds goal by intensifying the on-going
international efforts to strengthen Critical Infation Infrastructure Protection (CIIP)
cooperation networks involving governments andptiieate sector.

Not all parts of the world benefit from the posdtieffects of the Internet, due to a lack of
open, secure, interoperable and reliable accegsElilropean Union will therefore continue to
support countries’ efforts in their quest to depetbe access and use of the Internet for their
people, to ensure its integrity and security an@ftectively fight cybercrime. This will be
done while ensuring human rights and fundamente¢doms are respected and that the
Internet remains a driver of political freedom, ammatic development and economic growth,
in line with existing initiatives such as the Acti®lan on Human Rights and Democracy and
the European No-Disconnect Strategy. Increasedaglaimnectivity can bring new security
challenges, which should be prevented by the a&hgagement in cybersecurity capacity
building.

19 A renewed EU strategy 2011-14 for Corporate Social Responsibility; COM(2011) 681 final
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In cooperation with the Member States, the EEAS anthe Commission will:

. Work towards a more coherent EU International cgpace policy to increase
engagement with key international partners androsgéions, to mainstream
cyber issues into CFSP, and to improve coordinaifagiobal cyber issues;

. Support the development of norms of behaviour aodfidence building
measures in cybersecurity. Facilitate dialogueshow to apply existing
international law in cyberspace and promote the apedt Convention tp
address cybercrime;

. Support the promotion and protection of human gglmcluding access IE
information and freedom of expression, focusingamdeveloping new publi
guidelines on freedom of expression online andir@fl b) monitoring the
export of products or services that might be usadcknsorship or mass
surveillance online; c) developing measures andstéo expand Interne
access, openness and resilience to address capsarshass surveillance by
communication technology; d) empowering stakehsldeto use
communication technology to promote fundamentdltsg

—+

. Engage with international partners and organisafitine private sector ar
civil society to support global capacity-building third countries to improv
access to information and to an open Internetptmter cyber threats and to
develop donor coordination for steering capacititeling efforts;

(DQ_

. Utilise different EU aid instruments for cybersdaturcapacity building,
including assisting the training of law enforcemejuidicial and techniceu
personnel to address cyber threats; as well asostipyp the creation o
relevant national policies, strategies and insting in third countries;

. Increase policy coordination and information shgutimough the internationa
Critical Information Infrastructure Protection nemks such as the Meridian
network, cooperation among NIS competent authsraigd others.

3. ROLES AND RESPONSIBILITIES

Cyber incidents do not stop at borders in the autienected digital economy and society. All
actors, from NIS competent authorities, CERTs awdl énforcement to industry, must take
responsibility both nationally and at EU-level andrk together to strengthen cybersecurity.
As different legal frameworks and jurisdiction may-exist, a key challenge for the EU is to
clarify the roles and responsibilities of the mayors involved.

Given the complexity of the issue and the diveesgye of actors involved, central European
supervision is not the answer. National governmemes the best placed to organise the
prevention and response to cyber attacks and #blest contacts and networks with the
private sector and the general public across thsetablished policy streams and legal
frameworks. At the same time, an effective natioeaponse requires EU-level involvement.
A comprehensive response in cybersecurity must sggaoss three key pillars—NIS, law

enforcement, and defence—which also operate witifierent legal frameworks:
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For the EU response to be effective, coordinatimh @operation must take place both within
and across these pillars. In addition, Member Statiee European Commission and the
European External Action Service will ensure cooatkd EU international action in
cyberspace issues.

3.1 Coordination between NIS competent authorities/CERT, law enforcement and
defence

National level

Member States should have, either already todaasa result of this strategy, structures to
deal with cyber resilience, cybercrime and defeare} they should reach the required level
of capability to deal with cyber incidents. Howevgiven that a number of entities may have
operational responsibilities over different dimems of cybersecurity, and given the
importance of involving the private sector, cooadian at national level should be optimised
across ministries. Member States should expre#isein national cybersecurity strategies the
roles and responsibilities of their various natia#ities.

Information sharing between national entities andhwhe private sector should be
encouraged, to enable the Member States and tegsector to maintain an overall view of
different threats and get a better understandinges¥ trends and techniques used both to
commit cyber-attacks and react to them more swifly establishing national contingency
plans in the case of cyber incidents, Member Stiesld be able to clearly allocate roles and
responsibilities and optimise response actions.

EU level

Just as at national level, there are at EU levalirmber of actors dealing with cybersecurity.

In particular, ENISA, Europol/EC3 and EDA are thesgencies active from the perspective of
NIS, law enforcement and defence respectively. @laggencies have boards where Member
States are represented, and offer platforms fordoation at EU level.

Coordination and collaboration will be encouragetineen ENISA, Europol/EC3 and EDA
in a number of areas where they are jointly invd)veotably in terms of trends analysis,
threat assessment, training and sharing of begtipea. They should collaborate while
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preserving their specificities. A trusted commurofytechnical and policy experts should be
nurtured between them, and with CERT-EU, the Comimisand Member States.

Informal channels of coordination and collaboratah be complemented by more structural
links. EU military staff and the EDA cyber deferm®ject team can be used as the vector for
coordination in defence. The Programme Board obpolfEC3 will bring together among
others EUROJUST, CEPOL, Member Stale&ENISA and the Commission, and offer the
chance to share their distinct know-how and to malke EC3’'s actions are carried out in
partnership, recognising the added expertise aspeoting the mandates of all stakeholders.
The new mandate of ENISA should make it possible¢oease its links with Europol and to
reinforce links with industry stakeholders. Mostpiontantly, the Commission’s legislative
proposal on NIS would create a network between @bemp authorities and facilitate
information sharing between NIS and law enforcenaemiorities.

Specific attention should be devoted to coordimatiothe R&D area. While Horizon 2020
provides a Programme Committee for better coorginatvith Member States, specific
attention will be drawn at EU level to optimisingdabetter coordinating various funding
programmes (Horizon 2020, Internal Security Fun@AEresearch including European
Framework Cooperation).

The Commission and EEAS will continue to work clgseith the Council and European
Parliament to develop cybersecurity policies. Idiadn, they will consider establishing a
cybersecurity programme on training and exercisdsetdeveloped jointly between Member
States, the Commission, the EEAS and the varioesags involved in that field.

International

The EU intends to increase cooperation in the falctybersecurity with its international

partners. In so doing, it will uphold EU core vaue its international cybersecurity

cooperation, and will promote a peaceful, open @adsparent use of cyber technologies.
Cooperation with the United States is especiallpdantant and will be further developed,

notably on the basis of the EU-US Working GroupGymer-Security and Cyber-Crime. The
EU will deepen policy dialogue with internationabanisations such as UN, OSCE, Council
of Europe, NATO and OECD.

3.2. EU support in case of a major cyber incident or atick

Major cyber incidents or attacks are likely to hareimpact on the EU. As a result of this
strategy, and in particular the proposed directveNIS, the detection of cyber incidents
should improve and Member States and the Commissimuld keep each other better
informed about major cyber incidents or attacksweler, the response mechanisms will
differ depending on the nature, magnitude and ebosder implications of the incident.

If the incident might have a serious impact on toatinuity of business, the draft NIS
directive proposes that national or European cgbatingency plans be triggered, depending
on the cross-border nature of the incident. Thevolt of NIS competent authorities would
be used in that context to share information anppstt. This would normally enable
preservation and/or restoration of affected network

via representation within the EU Cybercrime TaekcE, which is made up of the heads of the EU
cybercrime Units of the Member States
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If the incident seems to relate to a crime, thavoet of NIS competent authorities should
inform Europol/EC3 so that they - together with lamforcement from the affected countries
— can launch an investigation, preserve the eveleidentify the perpetrators and ultimately
make sure they are prosecuted.

If the incident seems to relate to cyber espiora@ga state-sponsored attack, or has national
security implications, national security and deferauthorities will alert their relevant
counterparts, so that they know they are undeclattand can defend themselves. Early
warning mechanisms will then be activated andeduired, so will crisis management or
other procedures. A very serious cyber inciderattack could form sufficient grounds for a
Member State to invoke the EU Solidarity Clausetifde 222 of the Treaty on the
Functioning of the European Union).

Finally, the handling of cyber incidents and attagkll benefit from contact networks and
support from international partners. This may idelutechnical mitigation, criminal
investigation, or activation of crisis managemesponse mechanisms.

4, CONCLUSION AND FOLLOW -UP

The cybersecurity strategy of the European Unian,fprward by the Commission and the
High Representative of the Union for Foreign Affaand Security Policy, outlines the EU
vision and the actions required, based on stropgi{ecting and promoting citizens' rights, to
make the EU's online environment the safest inibidd.

This vision can only be realised through a truenmaship to meet the challenges ahead: in
cybersecurity, there are many actors that mustiboute and take responsibility.

We invite the European Council and the EuropeafidPaent to endorse the strategy and to
help deliver the outlined actions. We also needngtrsupport and commitment from the
private sector and civil society, who are key axttr enhance our level of security and
safeguard citizens' rights.

The time to act is now. We are determined to waidether with all actors to deliver the
security needed for Europe. To ensure that theéeglyas being implemented promptly and
assessed in the face of possible development& dahemission together with the EEAS will
gather all relevant parties in a high-level confieeeand assess progress 12 months after this
Communication is adopted.
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ANNEX: GLOSSARY OF TERMS AND DEFINITIONS

Botnet is a collection of internet-connected computers seheecurity defences have been
breached, and control ceded to a malicious pattg. dontroller of a botnet is able to direct
the activities of these compromised computers.

Computer Emergency Response Team (CERTIis a service organization responsible for
receiving, reviewing and responding to computerusgc incident reports and activity.
CERTSs contribute to ensuring take-up of state-efdlt technology and systems management
practices to resist incidents and attacks on né&ebsystems and to limit damage and ensure
continuity of critical services.

CERT-EU is the Computer Emergency Response Team for théngiutions, bodies and
agencies. It was launched as a Pre-configuratiaamTa 2011 and was established on a
permanent basis in 2012.

Common Security and Defence Policy (CSDR} an integral part of the Common Foreign
and Security Policy. It provides the European Unigtih an operational capacity drawing on
civilian and military assets. The Union may usenthen missions outside the Union for
peace-keeping, conflict prevention and strengthgemiternational security in accordance with
the principles of the United Nations Charter. Therfgrmance of these tasks shall be
undertaken using capabilities provided by the Mem3iates.

Cyber-attack: A malicious activity originating in cyberspace, eited against networks and
information systems and affecting the confiderntyalintegrity, and/or availability of the
networks and information systems themselves ohefimformation they store, transmit, or
process, and intended to achieve an effect in ¢étwwork and information systems or causing
effects or damage in the physical world. A cybeaek involves one or a combination of the
following actions: illegal access to informationss®ms, illegal system interference, illegal
data interference and illegal interception through use of tools or devices that include
computer programs designed for such purpose (@imets, malware) or codes allowing
unlawful access to information systems.

Cybercrime: Cybercrime refers to a broad range of differenmimal activities where
computers and information systems are involvedeeitts a tool or as a target. Cybercrime
comprises traditional offences (e.g. fraud, forgarnyd identity theft), content-related offences
(e.g. on-line distribution of child pornography oicitement to racial hatred) and offences
unique to computers and information systems (dtgcles against information systems, denial
of service and malware).

Cyberspace For the purpose of this strategy “cyberspacelinslerstood as a man-made,
global domain consisting of interdependent netwoeksd information infrastructure,
including the Internet, telecommunications networlkgobally interconnected computer
systems, embedded processors and controllers (®ngprelevant hardware, middleware
and software). In some related discussions angdiitee this term is also referred to as "Cyber
sphere”, “Cyber domain”, “Digital world”, "Digitisg world”, or "Digital ecosystem".

Cyber Incident is an action, activity, or other occurrence, itiamal or accidental, that is
expected to, or has been confirmed to, have anrseheffect on Network and Information
Security.
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Cyberdefence: All activities carried out by operational phase military information and
communication technology functions to ensure theveley and management of ICT services
in response to potential and actual malicious astior attacks of a military nature that
originate from cyberspace.

Cyber resilienceis the ability of a network or information systémsustain and recover from
intentional or unintentional incidents, either backts original state or an adjusted state based
on new requirements. Building resilience requirésng-term effort involving reengineering
fundamental preventive processes, both technichbaganisational.

Cybersecurity: Cyber-security refers to the safeguards and actlwatscan be used to protect
the cyber domain, both in the civilian and militafiglds, from those threats that are
associated with or that may harm its interdependetworks and information infrastructure.
Cyber-security strives to preserve the availabiléggd integrity of the networks and
infrastructure and the confidentiality of the infaation contained therein. The term cyber-
security covers also prevention and law enforcemm@sures to fight cybercrime.

European Defence Agency (EDA)s an EU Agency tasked to support the Member State
and the Council in their efforts to improve Europelefence capabilities.

EU Cybercrime Taskforce (EUCTF) is composed of the heads of high-tech crime wfits
the Member States and has the task to optimise wofighting cybercrime.

European Police College (CEPOL)s an EU Agency that provides EU-wide police tnagn
and, by developing specialised cybercrime-invesbgatraining, can collate, share and
expand the knowledge and expertise needed by ld@roement to successfully prosecute
cybercrime.

European Union Military Staff (EUMS) provides military expertise to the EEAS under the
direction of the Military Committee of the Membetats Chiefs of Defence. The EU

Military Staff is responsible for the coordinatiof the military components in executing the
Common Security and Defence Policy.

EUROJUST is an EU Agency that supports judicial cooperationybercrime investigation,
for instance by facilitating coordination and pmivig advice on legal and regulatory
frameworks issues of jurisdiction.

European Agency for the operational management ofafge-scale IT systemsn the area
of freedom, security and justice will be in chaafeoperating a number of highly sensitive
EU-wide large-scale IT systems in the area of bocdetrol and law enforcement, (e.g. Visa
Information System, SIS Il and EURODAC). One of thgency's key challenges will be to
ensure the protection of the communication infragtire on which these systems rely.

European Forum for Member States (EFMS)on public policies for security and resilience
in the context of Critical Information InfrastruceuProtection (CIIP) is a platform dedicated
to officials from competent national public authi@s of Member States of the EU and of the
European Free Trade Association (EFTA) to inforgndikcuss, initiate common actions and
share information and good policy practices on sgcand resilience of Critical Information
Infrastructure.

European Network and Information Security Agency (ENISA) was created "for the
purpose of ensuring a high and effective level etivork and information security within the
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Community and in order to develop a culture of mekwvand information security for the
benefit of the citizens, consumers, enterprisespanudic sector organisations of the European
Union, thus contributing to the smooth functionofghe internal market".

European Public-Private Partnership for Resilience(EP3R) is an EU-wide platform for
cooperation between the public and the privateoseéatked to develop coordinated strategic
policy objectives as well as tactical/operation&asures to strengthen security and resilience
of Critical Information Infrastructures.

Europol is an EU Agency that provides criminal intelligeranalysis and operational support
to the Member States to tackle cybercrime and liikis each Member State through Europol
National Units. Europol has set up a European Qybee Centre (EC3) in 2013 that will act
as the focal point in Europe's fight against cybere by pooling expertise, supporting
criminal investigations and promoting EU-wide saos while raising awareness of
cybercrime issues across the EU.

Joint Research Centre(JRC) is the Commission in-house science servittetive mission to
provide EU policies with independent, evidence-daseientific and technical support
throughout the whole policy cycle. Working in closeoperation with Commission policy
Directorates-General, the JRC addresses key sbchethenges while stimulating innovation
through developing new methods, tools and standani$ sharing its know-how with the
Member States, the scientific community and inteomal partners.

Malware is computer software designed to infiltrate or dgma computer system without
the owner's consent. It is distributed through aety of means (emails, computer viruses,
and botnets). Intention is to obtain data (passgjarddes) in a fraudulent way, or to integrate
this computer in a computer network destined tasel for criminal actions.

Network and Information Security (NIS) means the ability of a network or an information
system to resist, at a given level of confidenoeadcidental events or unlawful or malicious
actions that compromise the availability, authetytjéntegrity and confidentiality of stored or
transmitted data and the related services offesearbaccessible via these networks and
systems.
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