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Models of International Cooperation of CERTs (MICC) 

for coordinated response to large scale attacks.
Project idea.

In a CERT community there are many examples for international cooperation in responding to Internet security incidents. ENISA’s publication “CERT cooperation and its further facilitation by relevant stakeholders” lists following forms of cooperation: bilateral team-team cooperation, association and cooperation between associations. Such cooperation is in most cases informal, and only in few cases they use mechanisms like Non-Disclosure Agreements (NDA), Memorandum of Understanding (MoU), Contracts or Terms of Reference (ToR). There are several realizations of such international cooperation: FIRST, TERENA TF- CSIRT, EGC, APCERT, CEENet, NORDUNet CERT, Polish Abuse Forum and few others with more limited coverage. Last but not least also ENISA fosters CERTs cooperation and brokerage assistance of one CERT to another one. All those initiatives are realized mostly either in form of cooperation in response to individual incidents or in form of meetings, conferences, forums, discussions of relevant experts.

In the situation of large scale attacks performed by use of huge, international BOTnets (e.g. DDoS attacks against Estonia, Georgia, Moldova, Kyrgyzstan) it is essential for CERTs and other security teams and organizations to establish a reliable network of cooperation to stop the attack and mitigate its undesirable consequences. The above mentioned already existing forms of international cooperation have a limited usability in crisis situations – they usually lack the needed coordination, are unable to mobilize needed resources in short time and  devote substantial part of own resources to work intensively on problem of other partner.

Nowadays, in most cases of massive attack, an international cooperation is established ad hoc, based on voluntary help offered during the crisis to the victim by some security teams and organizations from other countries. This solution seems to be only a minimum possible action and in many cases its effectiveness is very low, the work of helping teams is insufficiently coordinated and motivated by individual sympathy to the victim. 
In this project we will try to create an inventory of research done in relevant fields and develop the theoretical and practical models of international cooperation, which may be used in case of massive attack against critical IT infrastructure of one or several of the partners or beneficiaries.  Models will be based on declared set of standard services offered by particular parties involved in support activities for the attacked organization.   The models will be tested by involved parties during simulations and live exercises on an international testing environment, to prove their overall concept and to train the technical staff of partners and beneficiaries. 
Let’s imagine, that large group of CERT teams declares set of services that can be offered to other teams during particular incidents (especially large scale DDoS attacks). One team declares, for example, the ability to travel to help the victim on-site in the defined geographical area. Other teams may declare other useful services, which they can do over the network: e.g. their ability of quick analysis of logs delivered by victim, 24/7 monitoring of particular network area, develop and test potential methods of attacks stopping and mitigation, etc. Prior to the attack partners may actively look for further collaborators, with ability to provide useful services, not offered by existing consortium partners.   This approach would be developed on the basis of analysis of international response to recent large scale attacks (e.g. in Estonia and Georgia) and will use Declared Level of Service concept presented by the ENISA study: “CERT cooperation and its further facilitation by relevant stakeholders”
.
This project, as its deliverable, will develop a model of international cooperation (with possible variations due to different political & cultural settings). The model will define recommended international response to security incidents and develop the most reliable and trusted patterns of international cooperation.

These patterns should be proved and tested in the organizational and technical environment that will be developed (used) by the project consortium. In this means, international, distributed testing laboratory will be established based on existing resources of project partners. This laboratory would allow testing several organizational and technical scenarios (e.g. attacks of different scales) including role playing method of exercise.
Since the models of international cooperation may be culturally and politically sensitive, the potential project consortium will consist of different parties from different geographical regions and different political and cultural background, complemented by partners having past experience in dealing with massive internet attacks. As the plan is to develop an open model for international cooperation, the participation of organizations from non-EU countries (e.g. Commonwealth of Independent States, Africa, and America) is foreseen. The Project will liaison with ENISA and NATO CERT-related initiatives as well as with other EC-funded projects dealing with similar issues.
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�  <� HYPERLINK "http://www.enisa.europa.eu/act/cert/background/coop/files/cert-cooperation-and-its-further-facilitation-by-relevant-stakeholders/?searchterm=enisa%20cooperation" �http://www.enisa.europa.eu/act/cert/background/coop/files/cert-cooperation-and-its-further-facilitation-by-relevant-stakeholders/?searchterm=enisa%20cooperation�>.





