
MINISTERIAL-level meeting on “THE FUTURE OF THE INTERNET Economy” PRELIMINARY THEMES FOR THE agenda
Executive summary
1 MACROBUTTON NUMBERING .

The purpose of this document is to begin to shape the themes of the agenda for the OECD Ministerial Meeting on the “Future of the Internet Economy”.

2 MACROBUTTON NUMBERING .

The primary objective of the Ministerial meeting is to demonstrate that the Internet is a fundamental infrastructure critical for achieving broader economic (growth, innovation, productivity, jobs, globalisation) and social (education, environment, health and government) goals. Several OECD bodies and stakeholders will be involved in demonstrating this point. (See below Session 1).
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Based on this theme, the Ministerial will concentrate on how best to form an enabling environment to support this critical Internet infrastructure and nurture its development.  (See below Session 2). Mostly based on ICCP work, the following three challenges that confront the future Internet economy will be addressed:

· How to promote creativity and enhance the role of the Internet as a source and a tool for stimulating innovation and growth; 

· How to build confidence in the Internet as a trusted infrastructure to conduct economic and social activities; and

· How to maximise the benefits from the convergence of what were separate platforms (TV, telephone and data) to the Internet. 
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The conclusions of the Ministerial meeting will be made in a “conference conclusions” document, the key outcomes of the Ministerial meeting will be included in a Seoul Ministerial Declaration which will be complemented by a Policy Framework which begins to move the declaration from vision to action. 
	Themes
	Enabling environment

	Session 1: Welcome and Opening 

	Session 2: A global infrastructure for economic performance and social welfare

	Roundtable on the Social and Economic Impact of the Internet
	· Contributions from other OECD bodies and stakeholders [Government, Health, Education, Environment, DCD… to be completed]

· Measurement of Internet use: indicators
· ICCP contributions: i) monitoring the OECD Council Recommendation on Broadband Development; ii) guidance on the development of policies for the protection of critical information infrastructures
· CCP: Consumer Toolkit

	Session 3: An environment enabling the Internet to be a positive economic and social catalyst

	Creativity Roundtable
	· Advanced Research Networks Agreement
· Recommendations for Public Sector Information and Recommendation on Digital Content 
· Input from Stakeholder Forums

	Confidence Roundtable
	· Recommendation on Malware 
· Guidance on the application of the Electronic Commerce Guidelines to the M-Commerce Marketplace

· Guidance on ID Theft 

· Future work: Guidance on digital identity and its management.
· Input from Stakeholder Forums

	Convergence Roundtable
	· Policies for convergence and next generation networks
· Recommendations on Consumer Empowerment in Telecommunications 
· Improved Measures of Internet Performance
· Input from Stakeholder Forums

	Session 4: A Global Infrastructure 
	·  Global Opportunities for Internet Access and Development
·  Support for cooperation at a strategic level in various key, cross-border Internet issues

	Session 5: Conclusions and Closing
	·  The Seoul Declaration on the Future of the Internet Economy 


* A full list of background papers and  policy instruments with a short description of their objective and content is available in document [DSTI/ICCP(2007)5]. 
SESSION 2
A global infrastructure for improving economic performance and social welfare 
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The Internet has become a fundamental part of our economic and social infrastructure, yet its potential as an engine for growth, has only begun to be realised. It is increasingly a positive agent of change in economic performance, employment, education, health care, the environment and in the delivery of government services. The prime catalyst for closer global integration of our economies and societies, the Internet facilitates a more competitive economic environment as well as social networks that span the globe. As OECD countries continue to evolve towards knowledge-based societies in which social and economic value is derived from the production, manipulation and distillation of information, the role of the Internet is increasingly fundamental and therefore its sustainability becomes an issue of interest globally. 
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Changes in the scope and scale of Internet use associated with new users, applications and services coupled with the ubiquity, flexibility and openness of its infrastructure are key factors in its success as a platform for innovation. On the other hand, these factors raise concerns about the Internet’s potential vulnerability to security incidents that could affect large parts of the economy and society. For example, the spread of broadband access enables, at least in part, existing vulnerabilities in the Internet’s open architecture to be exploited to a much higher degree.
Objectives of the session
· Substantiate the importance of the Internet as a factor for enhancing economic performance and achieving important social goals. 

· Update perceptions of the Internet to support policy development. This network-of-networks is today a fundamental part of our economic and social infrastructure akin to roads, ports or the banking system: ICT policy should be a standard element of economic policy similar to trade, labour, fiscal or monetary policy.
· Underscore the need for efforts to protect and nurture this critical infrastructure. 

Discussion issues

· What are the impacts of the use of the Internet on government and government-related activities? 

· What factors need to be in place for the Internet to contribute to economic and social goals? 

· What policies can be developed to help ensure the security of the Internet and the protection of critical information infrastructures based on it? 
Action
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Informed through a series of background papers, up-to-date indicators and key note speeches, Ministers will note the importance of the Internet as a key component of the economic and social infrastructure and a driver of important goals such as improved government services, enhanced health care, better educational opportunities and reduced impact on the environment.  

· Ministers will be asked to reaffirm the validity of the 2004 OECD Council Recommendation on Broadband Development, recognising the dramatic developments that have occurred since the recommendation was adopted, remaining challenges, and new dimensions to be considered.

· [Input from GOV, EDU/ CERI, ELS-Health; ENV]
· Ministers will be asked to endorse guidance on the development of policies for the protection of critical information infrastructures based on the Internet.  
· Ministers will be asked to endorse an OECD Consumer Economics and Policy Toolkit that provides a sounder basis for determining when interventions in the marketplace are necessary to protect and empower consumers and promote electronic business growth.
SESSION 3
Creating an environment that enables the Internet to be a positive economic and social catalyst 
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Having established the role of the Internet as a key part of the economic and social infrastructure and an important tool for achieving a wide range of economic and social goals, the focus shifts to the challenges that are confronting the evolution of the Internet. As the Internet proceeds through a critical juncture over the next few years, characterised as an inflection point, policies need to be carefully crafted and coordinated across domains as well as across borders. Three broad categories of challenges need to be addressed: preserving and enhancing the role of the Internet as a creative force that stimulates innovation and growth; building confidence in the Internet as a trusted, secure and sustainable system for conducting economic and social activities, and benefiting from convergence of what were separate platforms (data, video, voice) to the Internet. 
Roundtable on fuelling Creativity
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 Technology and innovation are key drivers of increased growth performance and standard of living. The constellation of information and communication technologies (ICTs) that make up the Internet can be qualified as one of the greatest inventions of our time.  ICTs and the Internet fuel new innovations and patents, feed entrepreneurial activity, and stimulate “creative destruction” which has resulted in the restructuring of a wide range of industries and institutions. ICTs and the Internet also represent a significant and growing share of research and development (R&D) efforts. Furthermore, the Internet is as engine for innovation by being a depository for information, linking the collective ingenuity of individuals, allowing for organisations to collaborate and pooling distributed computing power. It reduces drastically the limits to creativity and the barriers to innovative activity. An essential factor for economic growth, these characteristics of the Internet need to be exploited and enhanced.  Three areas require attention: 1) developments in how firms use the Internet for innovation; 2) the growing prominence of digital content as a strategic activity and 3) the growth of the participatory web that is creating and enabling new communities. 
Issue 1: Enhancing Innovation 
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ICTs play a fundamental role in stimulating innovation and growth. This role is augmented by the Internet which allows for collaboration, the sharing of resources and democratising innovation. This new wave of creativity must be sustained to deliver on the technological and business promises of the Internet and improve economic performance and social welfare. 
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The ICT sector itself has been a driver for innovation and creativity for decades. However, within the ICT sector, the focus of R&D has shifted away from computer hardware towards computer & related IT services (including web services), software and digital content. R&D is increasingly being conducted outside the ICT sector as ICTs diffuse into a wide array of non-ICT goods and services. 
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ICT and the Internet are profoundly changing how innovative activity is undertaken.  New forms of ICT-related innovation processes (e.g. research networks, virtual simulations, artificial intelligence, grid computing initiatives) are emerging, which are fundamentally changing the way science and research are performed. The Internet allows for the rapid diffusion of codified knowledge and ideas linking science more closely to business. 
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More generally, ICT and the Internet are key technologies for lowering barriers to product and process innovation, inciting start-ups, improving business collaboration, reducing cycle times, fostering greater networking in the economy, and linking science more closely to business. As a result of the Internet, people outside the boundaries of traditional institutions and hierarchies can innovate to produce content, services and goods. The role of users, consumers and other network users in the innovation process is also increasing as they actively participate by generating or contributing to new product ideas (user-led innovation, von Hippel) and collectively develop new products (Wikipedia, open source). 
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Policy frameworks designed to encourage R&D and promote innovation need to reflect the changes induced by ICT and the Internet and possibly adapt. 

Objectives 
· Reaffirm the importance of ICT for science, innovation and growth and the role of the Internet in lowering barriers to innovation. 

· Acknowledge the changing nature and processes of innovation and the role Internet is playing. 

· Discuss if current frameworks support these new innovation schemes and the changing role for governments.
Discussion issues

· What is the role of governments in this changing ICT and ICT-enabled innovation cycle?

Action

· Input from MCM Mandate on developing an Innovation Strategy; joint work with CSTP on e-science 

· Input from CIIE: report on software and innovation

· Input from CSTP: GSF on e-science best practices
Issue 2: Leveraging Digital Content and Services
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Digital content is at the nexus of the global Internet Economy both as a driver of broadband diffusion as well as a beneficiary.  Increasingly ubiquitous in media and non-media sectors, the public sector and across activities such as research, health and education, digital content is seen as a strategic activity important for enhancing competitiveness in the knowledge economy.  This will grow in importance with platform convergence (video, voice, data) and the rapid diffusion of high-speed broadband.  Through the Internet new ways to access knowledge and content are being put in place (e.g. digital libraries, educational content) allowing for commercial and non-commercial re-use and leading to the development of new access regimes (e.g. open access models).
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Rapid changes in the value chains for content development, production, delivery and use and the creation of new commercial and non-commercial models to exploit these opportunities, are posing new challenges for businesses and governments to build a business environment that supports the development of new digital content goods and services, promotes competition and benefits users. 

Objectives 
· To better understand how digitisation is affecting a wide range of sectors that produce content.

· To appreciate the importance of digital content in modern OECD economies and how policies may need to be crafted to encourage their development.

Discussion issues

· What are the impacts of digitisation and the Internet on the structure and performance of content industries?
· What are the implications of the rise of new platforms and new ways of delivering digital services? What are the interlinkages between content creation, distribution and delivery, and access and use?
· How can public sector information and content be distributed and used more efficiently?

Action
· Ministers will note a report that summarises completed OECD broadband digital content studies, providing an overview of digital content impacts on value chains and business models.

· Based on this work, Ministers will be asked to endorse high-level principles that will provide an overarching policy approach to digital content.
· Ministers will be asked to agree to a declaration calling for governments to open up public sector content that will increase economic returns on public sector information and content produced by governments. 
Issue 3: Enhancing the Participatory Web
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The value of the participatory nature of the Internet is becoming increasingly evident in allowing widespread social and economic interaction, innovation, and value creation. With tools such as blogs, wikis, and platforms enabling worldwide sharing of user-created multimedia content, the World Wide Web has evolved from a “read-only” medium to an interactive, “read-write” environment. In the process, a radically different ecosystem with numerous new opportunities and types of value creation is blossoming and enriching economic and social interactions, including in facilitating new forms of participation of citizens in public life. 
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The impact of this phenomenon spans society, with creativity at different levels being affected. The participatory web can be seen as an open platform enriching political and societal debates, diversity of opinion, the free flow of information and the freedom of expression. It also provides a diverse platform for competition in the provision of services, including a trend toward making public the instructions that control certain internal operations on websites.  This allows users to create their own storefronts or use content from different information sources to create a new service (“mash-ups”). It has some potentially important commercial applications as user generated content (e.g. user reviews and recommendations) can be matched with, so called, “long tail economics” providing online merchants with a competitive advantage in terms of their range of inventory, storage and distribution.

Objectives 
· To better understand how the participatory web is affecting our economies and societies.
Discussion issues

· How can policy frameworks that encourage participation on, and access to, the Internet be reinforced?
· How can individuals preserve their privacy and security while benefiting from services and devices that tailor information to the individual or allow them to participate in social networks? 

· How can online tools and online participation help governments to move towards open and inclusive policy making?
· [GOV to be completed]

Action

· Ministers will note a report that summarises the scope and scale of participative web activities.

· Ministers may request OECD future work to assess the applicability of the OECD Privacy Guidelines in context of widespread participatory online activities.
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The ubiquity and openness of the Internet and its importance to the economy raise concerns about its possible vulnerability to events, both accidental and malicious, that could have negative repercussions and place limitations on the realisation of future economic gains..  As a network-of-networks, the Internet is remarkably resilient benefiting from considerable redundancy as well as a large and creative marketplace that has evolved to offer solutions.  Nevertheless, it was originally designed for use between communities of known users – not as a system connecting a billion people.  The architecture of the Internet is a distributed system where the computing power and intelligence reside at the ends of the network. Thus the main weak points are at the edges where servers, operating systems and application vulnerabilities can lead to a compromised user experience with potential security implications. As the system becomes more complex and begins to encompass a wider variety of information appliances and devises, so do the opportunities for incidents, including those arising from hostile attacks.  This is aggravated by the ability to easily perpetrate criminal activity across borders. 
20 MACROBUTTON NUMBERING .

The challenge is therefore to address security threats and vulnerabilities in a globally interconnected society while preserving important societal values such as privacy and individual freedom. To address this challenge, strengthened policies to maintain and bolster confidence in the Internet as a critical part of the economic and social infrastructure are needed.  Key to this is the need to address the management digital identities, the increasingly pervasive problem of malicious software (“malware”), and more broadly to enable the empowerment of consumers.  
Issue 1:  Managing and Protecting Digital Identities
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There is no trusted, consistent, interoperable, transparent and inclusive way to identify an individual online.  Identity management encompasses a broad set of processes and tools that operators of online systems can use to establish the identity of a person (or the characteristics of a thing), authenticate him or her and control his or her access to a system by associating user rights and restrictions with the established identity. It is a key concept in a globalised environment where the demands for managing user identities and rights across heterogeneous information systems increase. It is also a complex issue at the cross-road of conflicting requirements such as interoperability, usability, security, privacy and trust. 
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 Identity management holds the promise to provide for continued growth of e-commerce and e-government, and help address threats and challenges such as phishing, spoofing, etc.  For this promise to be realised, a better understanding of the drivers for and challenges to the management of individuals’ identities for business and government online interactions is needed to develop guidance for the implementation of effective identity management systems. 
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Most identity systems currently rely on data such as names, address, telephone number, national ID card or passport number, social security or driving license number, and increasingly biometrics. Given the vast amounts of personal information routinely collected by web sites and shared with third parties fostering secondary uses of this information, as well as increased data security breaches, one challenge to address is the lack of clarity with regard to the protection of digital identities and their uses by different stakeholders. 

Objectives 

· To understand the drivers for and challenges to the management of individuals’ identities for their online interaction with business and government. 
· To underscore the need to clarify the rights and obligations attached to digital identity and its uses.

· To encourage efforts to develop guidance for the implementation of effective identity management systems that protect both the privacy and security of digital identities.
Discussion issues

· What are the impacts of identity management on e-commerce and e-government? 
· What are the impacts of identity management on individuals?

· What factors need to be in place for identity management to increase business efficiency, and enhance quality of service and user convenience while ensuring information security and privacy? 

· What policies can be developed to protect digital identity and guide the design and implementation of effective systems to manage it? 

Action
Informed through a background report on digital identity and its management, Ministers will note the importance of clarifying the rights and obligations attached to digital identity and its uses and to provide guidance for effective and trustworthy identity management systems. 

· Ministers will be asked to agree to future work proposal aimed towards the development of a policy framework on digital identity and its management.
Issue 2: Promoting network security and combating malicious software
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Economies and societies are increasingly dependent on globally interconnected IP-based information systems and networks for their functioning. The security and resiliency of the Internet infrastructure and of all interconnected information systems and networks are therefore critical for national security, economic well being, public safety and law enforcement, and privacy of personal data.
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As the Internet passes into its “next generation,” a key issue is how to improve security in a system that was designed as a network for a small community of known users, not a global infrastructure.  Malware - a contraction of the terms “malicious software” – is a prime example of the security challenges that confront the Internet.  It is developed and used to perform criminal activities such as information and identity theft or denial of service attacks. Spread across the Internet in various forms, this malicious activity exploits common vulnerabilities throughout networks. These vulnerabilities are likely to continue to be increasingly exploited thus creating a potentially ominous cyber risk environment.
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Current efforts by Governments and the private sector do not involve sufficiently coordinated, active collaboration in light of the risk environment. Although some risks are assessed and mitigated, response mainly occurs reactively in silos, and often without adequate coordination at domestic and international levels. A holistic risk management approach is needed with strategic collaborative efforts by all stakeholders to effectively and efficiently close the loop from assessment, to mitigation, to prevention and to inform security research and development, which in return should support efforts to assess and mitigate risks.

Objectives 
· To better understand the security issues faced by the Internet infrastructure and all interconnected information systems and networks and their impacts on economies and societies. 
· To update perceptions of successes of and gaps in current efforts by all stakeholders to address security issues, including malicious activities. 
· To acknowledge the need to work collaboratively in ways that recognise both the dependency and the risks.
Discussion Issues

· What is the impact on economies and societies of security risks to the Internet and all interconnected information systems and networks?
· What is the best way to improve security for “next generation networks” that use the Internet-protocol? 

· How can all stakeholders better coordinate at national and international levels and actively collaborate in light of the risk environment? 
· To what extent can security threats like “malware” be combated?

Action
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Informed by an OECD-APEC report providing a comprehensive picture of the phenomenon of malware, including its vectors, incentives, methodologies, economic and social cost, and identifying which counter-measures, structures and policies are already in place, and where there is room for improvement, Ministers will acknowledge the need to adopt a holistic approach at strategic level of security risks.
· Ministers will be asked to endorse a recommendation for combating malware based on the analytical report.  
Issue 3: Empowering and Protecting Consumers
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From e-mail to online shopping, the Internet has become an everyday activity for millions of consumers worldwide.  With the rise of electronic and mobile commerce, and the continued growth of the “knowledge economy,” today’s Internet offers consumers worldwide more choices and easier ways to compare and purchase goods and services. However, while the electronic marketplace continues to grow at a healthy pace, it has still not realised its full potential. In this rapidly changing and complex environment, there are significant challenges to ensuring that consumers remain sufficiently empowered to sustain demand for these growth areas as well as stimulate more innovations. Likewise, in order to have confidence in the online marketplace, consumers need to have confidence that fair business practices are respected on new commercial platforms, such as mobile commerce; that adequate protections are in place against all sorts of cyber-fraud, such as online identity theft; and that they can obtain redress for losses suffered when online transactions go wrong. 
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To develop a healthy mobile commerce market, consumer policy makers and businesses need to promote its advantages while reducing the risk of potential disadvantages (e.g. effectiveness of information disclosures on small screens, liability for unauthorised use, the protection of minors) that pose new consumer policy issues. Consumer confidence should be strengthened through the effective fight against the growing risk of online identity theft. To this end, member countries should put in place preventive and enforcement mechanisms ensuring that consumers are adequately protected against the threat. Adequate redress mechanisms also need to be in place for consumers to obtain compensation for losses resulting from transactions with businesses, including transactions across borders. 

Objectives 
· [to be developed]
Discussion issues

· How can consumers be empowered to take full advantage of competitive offers and make effective decisions in the online marketplace? What are the best methods for ensuring consumer protection for mobile commerce transactions?

· What is the best way to prevent and combat online identity theft without imposing undue burden that stifles online commercial transactions?

· How can dispute resolution and redress mechanisms be made more accessible to consumers, including in the cross-border context?

Action
· Ministers will be asked to reaffirm their commitment to the 2007 OECD Recommendation on Dispute Resolution and Redress and the 1999 OECD E-Commerce Guidelines while endorsing new guidance on interpreting these guidelines for mobile electronic commerce.  

· Ministers will be asked to endorse new guidance on online identity theft encouraging Member countries to identify preventive measures including consumer educational initiatives.
Roundtable on benefiting from Convergence 
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The Internet’s open standards have significantly increased the ability of independent networks to interconnect and exchange information, leading to the convergence of various platforms and services (i.e. voice, data, video, and wireless). This has generated a period of intense entrepreneurial and creative activity, resulting in new products and services, new business models and competitive forces.  The end result has been a steep decline in prices and a vast increase in functionality that has led to a growing ubiquity and mobility of computing and communication. These developments are ushering in a new phase of competition where service operators are offering “triple and quadruple play” products and an increasingly seamless integration of fixed and mobile voice services.  The “next generation of networks” will be high-speed networks based on Internet protocols that will allow greater access to an array of information services. For many stake-holders, in particular telecommunications operators, next generation networks (NGNs) can be considered as the future of the Internet. 
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As convergence toward Internet-protocol networks advances a number of important policy issues that need to be addressed are raised. All stakeholders are keen to ensure that sufficient investment occurs so that the Internet can help achieve the social and economic goals that are set by policy makers.  Three issues are prominent:
1. The sweeping structural change currently underway requires that both new business as well as policy models reflect the opportunities and challenges presented by next generation networks. A consistent and predictable set of policy principles is needed to ensure sufficient investment while maintaining competitive pressures and maximising consumer welfare.
2. As Internet services become more complex, consumers are often inadequately protected and unable to make effective choices in the market.
3. The evolution of the Internet as a network-of-networks that connects people and things is now increasingly connecting objects with radio frequency identification tags and more broadly sensor technologies. 
Issue 1: Changing Regulatory Paradigms -- implications for businesses and consumers
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The convergence of data, voice and video towards the Internet as well as the rapid integration of wired and wireless networks, the advent of network-based computing, and the growing ubiquity of sensory devices, are leading to significant structural changes in communication markets.  These changes create opportunities for new revenue streams and new competitors, while at the same time challenging existing revenue bases. Convergence is closely linked with investment by telecommunication operators in next generation networks. In turn, this forces a re-examination of traditional regulatory frameworks. In particular, the need to review the existing divisions, in the regulation between the broadcasting and telecommunication sectors, which are no longer appropriate. Policy makers need to ensure a coherent and flexible framework matching the ability of traditional and new service providers to offer innovative and integrated services from a range of networks and to an array of different devices.

Objectives 
· To reassess the regulatory paradigm and identify where changes are needed that reflect the converged environment and foster an environment conducive to investment.

· To understand the implications of convergence for consumers and how to empower consumers to maintain a competitive and innovative market. 

Discussion Issues

· What are the essential policies that need to be retained and which can be excluded as we transition from the previous era of separate platforms to a converged “next generation network”? 
· How best do we create an environment supportive of investment while ensuring sufficient competition, choice and effective decision making by consumers?
· What is the correct balance between public and private investment and in which areas can both best take the lead to ensure the widespread availability of services?
· How can consumers be empowered to benefit from changes in the provision of communication and information services? 
Action
· Ministers will note a report that outlines the main challenges to communication policy and regulation over the next several years and will be asked to endorse a number of policy principles which will be developed as a part of the report.

· Ministers may request policy analysis is better informed by supporting an effort to improve our understanding of the topology and evolution of the Internet and the traffic it carries through improved measurement.
· Ministers will be asked to endorse policy recommendations that enable consumers to navigate this transition towards a converged network while stimulating competition. 
Issue 2: Harnessing Ubiquitous Networks and Sensor Technologies
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Radio frequency identification (RFID) technology is actively being deployed by businesses and governments to facilitate global commerce and spur innovation and competitiveness. This technology is seen as the first iteration of intelligent sensor networks. Capable, smaller, cheaper devices such as chips and sensors are increasingly (inter)connected through wireless technology at the edges of the Internet to produce intelligent and innovative applications in many areas, including supply-chain, science, health, environment, and many aspects of everyday life. 
34 MACROBUTTON NUMBERING .

With the growing deployment of wireless technologies (Wi-Fi, Wimax, WiBro, etc.), the Internet is becoming pervasive and, ultimately, will enable almost anywhere, anytime interconnectivity. This trend is predicted to enable “ambient computing” and the creation of an “Internet of things” that would bridge the physical world – supply chains, items, and people and their environment – and the virtual/information worlds, and eventually create “ubiquitous network societies”. While some ubiquitous applications will remain “walled gardens”, many components of this pervasive infrastructure will be an integral part of the Internet, rather than being separated from it. 
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Work needs to be completed on a variety of issues, such as interoperability and spectrum use, to realise the full economic potential of these technologies. But perhaps most fundamental is the need to address associated security and privacy issues. Security concerns are a vital consideration because the threats and risks associated to the online Internet environment will expand to sensor based technologies, and their pervasiveness will in return increase the risk of subsequent network failure. Privacy concerns are also crucial because RFID and sensors are already perceived as a means for both targeted and generalised routine surveillance and raise concerns among citizens and consumers. 
Objectives 
· To better understand the implications of RFID and the emerging sensor networks for the resilience of the Internet as it becomes an “Internet of things.”
· To appreciate the economic and social benefits of RFID and the emerging sensor networks. 

· To identify the key policy challenges, especially the protection of security and privacy that need to be addressed in order to gain the full benefits of RFID and sensors.

Discussion issues

· Would our current notion of privacy remain valid in a society where sensor networks monitor the environment and track people virtually everywhere and all the time? 
Action
· Ministers will be informed by an OECD study that provides an overview of the capabilities of the technology, of the benefits that RFID can generate in selected standard RFID applications and of the security and privacy issues that RFID technologies raise in the short-term. 
· Ministers may choose to request that the OECD Privacy and Security Guidelines be reviewed to determine their applicability to RFID and sensor based technologies in the short-term and in the long-term, as appropriate, to develop policy guidance to maximize the benefits and minimize the negative impacts of the use of this technology.
SESSION 4
A Global Infrastructure
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 The tremendous accomplishments of the Internet, to date, and its ability to expand to meet the demands of the future are critically dependent on identifying and sharing the reasons for the Internet’s success and the barriers to future development. A flexible and light regulatory environment has contributed much to the Internet’s success in supporting new communication opportunities and growing the Internet as a platform for rapid innovation. At the same time, as the Internet becomes a fundamental infrastructure critical to economic and social development, all stakeholders have an ongoing interest in its performance and reliability. The challenge for all stakeholders is to expand economic and social opportunities, made possible by the Internet, for the next several billion users.
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Such reflections need to occur across a broader community than in the past. The nature of the Internet, and the policy environment in which is operates, is notably different from past communication networks as what were previously network monopolies have advanced to self-governing autonomous systems supporting millions of networks and their users around the world. All of this occurs through a co-operative and competitive global inter-networking environment which requires effective cross-border technical co-ordination and co-operation by multiple stakeholders.
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Two issues are particularly prominent: 1) the need to ensure that this key infrastructure is extended to underdeveloped and excluded parts of the world – this will benefit those countries due to the positive economic and social benefits that will accrue, as well as the developed world who will benefit from the network effects and the creation of new markets; 2) as this network-of-networks becomes increasingly pervasive world-wide, effective mechanisms for cross-border cooperation should be developed and advanced so governments can collaborate to prevent ,malicious and criminal activity. Addressing both these issues has the ability to empower users by providing greater access to a trusted online environment. 
Creating a Global Information Society
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A global information society should have as a primary goal that the people of all countries can access communication services to enable and enhance their economic and social development. While some developments, in this respect, have been remarkable in recent years much remains to be accomplished. Some four-fifths of the world’s population does not have ready access to the economic and social opportunities the Internet creates. There is a need to build an appreciation, among all stakeholders, of the key reasons for the recent successful growth of communication networks and the opportunities this can bring for developing countries.  
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 Extending Internet access to the next several billion users will have profound consequences for their economic and social development. Communications access, for those at the bottom of the pyramid, has the potential for a far greater relative empowerment of users than it does in OECD countries. Research is beginning to emerge on how people, on incomes of less than USD 2 per day utilise access, and it indicates that communications can empower creativity and confidence. It also impacts the opportunities for access, equipment and content as greater numbers of users, at the “bottom of the pyramid”, become part of communication markets.  
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An increasing number of developing countries have realised that they can use competition as a tool to develop their markets. This has enabled them to begin to share in the benefits ICT can bring in a meaningful way.  Notwithstanding the growing success of open markets more than 70 countries still have monopolies over the provision of international services. Such monopolies raise the prices for accessing international capacity far beyond costs and, as a result, the affordability of Internet access.  They create barriers which can be miscast as an outcome of the commercial success of the Internet and of reform to communication policies.  The success being experienced in South Asian and African countries, following market reforms, can be highlighted in this respect.
Objective 
· To identify the changing paradigm for communications policy reform, and the enabling environment this creates, in making opportunities available for the next several billion Internet users.

Discussion Issues

· Is there a basis for the perception, held by some at the World Summit on the Information Society and the Internet Governance Forum, that the policies pursued by developed countries, in respect to international exchange of Internet traffic, are negatively impacting on access to communications in developing countries?
· What are the key reasons for the recent successful growth of communication networks in developing countries and the opportunities this can bring for economic and social development?  

Action
· Ministers will note OECD contributions to the global dialogue on the use of information and communications technology for all, in respect to ICT’s role for economic and social development.

· Ministers will receive an updated policy-oriented analysis of donor support for ICT for development, with particular attention to recent trends in bilateral Official Development Assistance (ODA) commitments for ICT infrastructure as well as other donor ICT assistance.
Strengthening Cross-Border Co-operation and Enforcement

42 MACROBUTTON NUMBERING .

The risk environment for online users and consumers is changing, making the challenges of providing effective protection greater. High-speed Internet connections and cheap computing make it easier than ever to put online users and consumers at risk, and to do so from anywhere in the world. While new technologies have provided consumers with quicker means for purchasing goods and services, and better education tools, they have in parallel provided rogue traders with wider possibilities to use virtual borders to evade regulatory compliance by locating in one country and targeting users and consumers in another. All sorts of fraudulent and deceptive practices affect the development of the online marketplace, harming both consumer confidence and competition among legitimate business. For example, spam and malware are spread through botnets operating without regard to geographic boundaries. All these problems are inherently international in scope.  

43 MACROBUTTON NUMBERING .

Policy makers have tended to think of problems facing individual users on-line through discrete lenses like consumer protection or privacy, or sometimes through sector-specific protections in areas like communications or financial services. But the threats faced by online users increasingly defy clear regulatory categorisation. And the various roles to be played by governments, private sector actors, and individuals themselves in ensuring these protections is likewise in flux. One example is spam, enforcement responsibilities for which are shared among consumer protection, privacy, communications regulators, and criminal authorities, each of whom in turn depend on expertise and co-operation with private sector actors. Similar complexities surround the growing problems of data security breach, identity theft and malware. An increasingly multidisciplinary approach is therefore required.  

44 MACROBUTTON NUMBERING .

Mechanisms for preventing and mitigating these risks, while ensuring the free flow of information, are inadequate. Good progress has been made to develop domestic and international frameworks that enable more effective co-operation in the enforcement of consumer protection, privacy and anti-spam laws. Nevertheless, many of the reforms needed to adequately equip authorities for cross-border success require legislative changes that are slow to achieve. In addition, some authorities face practical problems such as resource constraints and the need for technical and language training for cross-border cases.  Variations in domestic laws and the multiple ways jurisdictions have for categorising complaints make it difficult to measure the problem.  Informal networks set up to facilitate co-operation such as the International Consumer Protection Enforcement Network (ICPEN) and the London Action Plan (LAP) may require additional support for continued success, as well as to widened membership. No global enforcement-focused network even exists for privacy authorities. Links between criminal authorities and all of those networks are underdeveloped. In short, renewed attention to cross-border co-operation is needed to strengthen the enforcement of existing rules, thereby maintaining and enhancing online confidence.
Objectives 
· To understand how the varied enforcement actors sharing responsibility for protecting users and consumers on-line can better co-ordinate their efforts to reduce the threats to user trust in the digital environment. 

Discussion issues

· What is the role of cross-border co-operation and enforcement in bolstering confidence in the Internet economy?

· What are the key issues that require attention to determine how best co-operation and enforcement may be achieved?

Action
A policy framework for international co-operation and enforcement will be developed for Ministers to endorse. The framework will include recommendations aimed at weaving together the various strands of past and ongoing OECD enforcement co-operation work in a way that highlights common themes and addresses the need to widen the interactive circles of enforcement authorities with responsibilities in this area. 
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